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Large languagemodels (LLMs) as
ChatBots have drawn remark-
able attention thanks to their
versatile capability in natural lan-
guage processing as well as in a
wide range of tasks. While there
has been great enthusiasm to-
ward adopting such founda-
tional model-based artificial in-
telligence tools in all sectors
possible, the capabilities and
limitations of such LLMs in
improving the operation of the
electric energy sector need to
be explored, and this commen-
tary identifies fruitful directions
in this regard. Key future
research directions include data
collection systems for fine-tun-
ing LLMs, embedding power sys-
tem-specific tools in the LLMs,
and retrieval augmented gener-
ation (RAG)-based knowledge
pool to improve the quality of
LLM responses and LLMs in
safety-critical use cases.

Introduction

The transformative impact of self-atten-

tion and multi-head attention mecha-

nisms, integral components of the

transformer architecture,1 has reshaped

the landscape of artificial intelligence

(AI) research. Particularly noteworthy

is their role in developing models to

comprehend sequential data, notably

text. These breakthroughs have been a

cornerstone of large language models

(LLMs) known for their capability to

perform a wide range of tasks without
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being explicitly programmed for

them. This architecture’s scalability

and efficiency in capturing long-range

dependencies led to the development

of generative pre-trained transformer

(GPT) models.2 Due to their versatility,

these LLMs are swiftly finding app-

lications across many sectors, with

researchers actively exploring their pot-

ential within the electric energy sector.

While research has showcased their

potential in tasks such as generating

customized code,3 utilizing retrieval

augmented generation (RAG) capabil-

ities in answering technical questions,3

power network data synthesis,4 and us-

ing deep reinforcement learning for in-

context optimal power-flow solution,5

concerns regarding data ownership,6

privacy,7 and safety guarantees,8 have

also been raised.

The electric energy sector is the life-

blood of modern society. Power

consumption not only serves as a

barometer of societal behavior and

prosperity but also underpins economic

activities within the industrial and com-

mercial sectors. Driven by the urgent

imperative of global climate change

and increasing electricity demand, the

power industry is encountering an un-

precedented volume of sensor integra-

tion, growing adoption of variable

renewable resources such as solar and

wind, and integration of newer technol-

ogies like hydrogen, electric vehicles,

and large computing loads. Custo-

mer expectations regarding the quality

and reliability of electricity supply

are also evolving. This expansion has
vier Inc.
and data mining, AI training, and similar technologies.
led to an exponential increase in

the volume of equipment/devices and

associated data, posing significant

challenges for power system operators

and utilities who must manage these

complexities without a corresponding

increase in the workforce. The rapid

accumulation of new knowledge and

instantaneous data exceeds the human

capacity to process it unaided. These

developments are propelling the po-

wer system into a phase of transition,

necessitating adaptations to accommo-

date these new technologies and miti-

gate their associated challenges.

In this landscape, LLMs offer prom-

ising value to the electric energy sector,

thanks to their ability to interpret human

prompts and alleviate sensory over-

load, especially providing near real-

time guidance in managing extreme

weather events and risks associated

with diverse sources of uncertainty.

Therefore, it is important to demystify

the capabilities and limitations of LLMs

in performing realistic power-engineer-

ing tasks by themselves or delegating

them via add-on capabilities, if needed.

In this vein, as shown in Figure 1,

through rigorous testing and analysis

utilizing a production-grade LLM, spe-

cifically the GPT models, our study em-

barks on a comprehensive exploration

of the capabilities of LLMs to scrutinize

their readiness as an interface between

human and electric energy systems.

Further, we investigate how to better
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Figure 1. Capabilities and limitations of applying LLMs in the electric energy sector.
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facilitate the integration of LLMs in the

new era, considering their potential

limitations. Finally, we discuss future

research opportunities in the electric

energy sector.

Capabilities of LLMs to fill in the gap

In this section, we explore the capabil-

ities of LLMs in tackling power engi-

neering challenges as exemplified in

Figure 2 based on experiments pro-

vided in the supplemental information

(Sections SI.1–SI.8). Our research

delves into the accuracy of LLMs in per-

forming various electrical engineering

domain-specific tasks, including power

flow analysis, optimal power flow anal-

ysis, forecasting, image and pattern

recognition, and answering questions

utilizing a custom domain-specific

knowledge base, among others. While

our focus primarily revolves around

the GPT model series, most of our ob-

servations are relevant to other main-

stream models. In this section, we

expand on the four key strengths of

LLMs, illustrated in Figure 1, and elabo-

rate on how these four strengths trans-

late into key LLM capabilities for per-

forming power engineering tasks.
Language models and in-weight
learning

A foundational capability of LLMs is to

produce semantically meaningful text

outputs (responses) from text inputs

(prompts). Though it is not clear what

the pre-training datasets are, based

on our investigation, current language

models have the capability to provide

logical responses for power engineer-

ing domain-specific questions (see

Section SI.5). A major part of this capa-

bility may be a natural consequence of

the large number of model parameters

where certain information has been

memorized. Then, the efficient pro-

cessing in the transformer architecture

allows efficient retrievals of such

memorized information. This memori-

zation and retrieval capability is some-

times referred to as in-weight learning.

Foundational LLM models usually allow

users to refine the model on a newer

corpus of information through the

‘‘fine-tuning’’ process,9 which we have

harnessed for load forecasting tasks

as shown in Figure 2B (see Section

SI.6). This process allows the model

parameters within the LLM to be

changed.
LLMs have profound implications for po-

wer systems, where LLMs can improve

operational efficiency and support deci-

sion-making processes within the power

sector by facilitating interaction between

power system data, software, tools, and

cross-domain datasets. Leveraging their

inference capabilities, LLMs can enable

real-time diagnostics (Section SI.1) and

on-demand analysis and augment tradi-

tional control center operations.

Prompt engineering and in-context
learning

The efficacy of LLMs in generating

responses is significantly influenced

by the structure and style of queries

or prompts,10 a practice commonly

referred to as prompt engineering.

Promptengineering canhelppowerengi-

neers obtain more meaningful responses

on difficult problem-solving tasks, while

naive prompts usually fail to induce desir-

able responses (Sections SI.2 and SI.4).

Some of the most well-known techniques

in this direction are chain-of-thoughts

prompts and retrieval augmented gener-

ations (RAGs). As illustrated in Figure 2D,

LLMs can sift through documents with

large amounts of text information, which
Joule 8, 1539–1555, June 19, 2024 1545



Figure 2. Applications of LLMs in the electric energy sector

This figure illustrates four distinct applications of LLMs in power systems.

(A) Highlights the use of LLMs’ multi-modality and appropriate choice of prompts in insulator

defect detection from captured images.

(B) Illustrates that fine-tuned language models through in-weight learning and further enhanced by

prompt engineering techniques can be used for time-series forecasting.

(C) Depicts LLMs’ tool-embedding ability alongside prompt engineering that can be employed to

analyze wildfire patterns for risk assessments.

(D) Demonstrates natural language processing strengths of LLMs and the use of RAG to generate

precise responses to documents LLMs may not have seen before.
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can be extremely useful in fast-paced

workenvironments suchas those inpower

system operations (Section SI.5.2).

One of the most surprising capabilities

of LLMs observed in prompt engineer-

ing research is the emergent in-context

learning capability, based on a few

example prompts, as demonstrated in

Figure 2A (see Section SI.3). More pre-
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cisely, LLMs appear to derive patterns

or learn rules from the prompts without

the underlying model going through

any additional changes and are then

able to apply the learned patterns and

rules from the prompts to produce cor-

rect responses (also demonstrated in

one of the load forecasting examples

in Section SI.6). Even if the LLM’s per-

formance may not be the best in class,
the ability to learn based on limited

data can be extremely useful for power

engineers, given that power system

datasets are usually protected. LLM-

generated responses are typically

variable, and one can also reduce

the variability by harnessing custom

domain-specific knowledge as a part

of prompt engineering.

Enhanced capability via tool
embedding

LLMs, by themselves, are complex

language processing units; however,

their capability could be enhanced by

including further processing units.

Tool embedding is one of such

enhanced capabilities, where LLMs

are trained to delegate some of the

tasks. For example, we have noted

that GPT-4 prioritizes writing text

files, executing codes utilizing the

embedded tools, and inferring the

generated results (as shown in the ex-

amples of Sections SI.1 and SI.2). As de-

picted in Figure 2C, LLMs utilizes its

tool embedding capability to extract

regions with wildfire and superimpose

them on top of a transmission line infra-

structure map to identify the transmis-

sion lines at risk (Section SI.2).

This tool embedding capability can

be extremely powerful for the power

system engineers, where many of

the applications require solving non-

linear non-convex problems. Power

system engineers utilize physics-based

modeling and simulation tools, such

as PSS/E, PSCAD, PowerWorld, and

CyME, which could be called upon

by LLMs to solve complex problems.

This tool embedding capability could

be facilitated by API-calling.11 Tool

embedding also facilitates on-demand

remote processing of typical spatio-

temporal time series power system

data (e.g., SCADA data) (see Sec-

tion SI.1).

Enhanced multi-modal capabilities

Many times, power engineers are ex-

pected to work with non-text and
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non-numeric data (see Sections SI.3 and

SI.4), such as time-seriesmeasurements,

images, or videos. Foundational LLMs

can be combined with other models to

obtain multi-modal processing capabil-

ities, enabling them to contextualize in-

formation presented in various non-text

formats. Such capabilities are primarily

facilitated by semantic embeddings,

which are similar to the embeddings

commonly used in natural language

processing. Consequently, LLMs exhibit

robust performance for multi-modal

data. Notably, state-of-the-art com-

puter science literature are focusing on

enhancing the capabilities of LLMs with

multi-modal input and output.We antic-

ipate that in the near future,multi-modal

capabilities will be a native part of most

off-the-shelf LLMs and that the next-

generation applications will indeed

exploit these capabilities. In our experi-

ments, LLMs demonstrate proficiency in

interpreting image data. In this regard,

as shown in Figure 2A, LLMs utilize

multi-modal capability in addition to

their in-context learning ability to diag-

nose defects in the insulator images

(see Section SI.3).
Limitations of LLMs for applications

in the electric energy sector

Challenges in domain-specific data
availability and processing

A significant challenge in applying

LLMs within the power sector is the

scarcity of domain-specific data in the

pre-training of LLMs. Due to privacy

concerns and regulations, pre-training

of LLMs can only rely on publicly avail-

able and licensed third-party data-

sets.12 Therefore, an open question

for the research community is how to

construct large power system domain-

specific training datasets for LLMs

overcoming critical energy/electric

infrastructure information (CEII) classi-

fication per section 215A(d) of the

United States Federal Power Act.13

Constrained by this reality, smaller,

curated, high-quality (labeled) datasets

can be used for fine-tuning, which, for

example, can better assist the user in
performing power flow analysis (Sec-

tion SI.7) or can even prevent LLMs

from generating unsafe responses (Sec-

tion SI.8). Depending on usage sce-

narios, these fine-tuning datasets may

need to be processed to prevent pri-

vacy leakage and converted into a

format that is most efficient to fine-

tune for downstream tasks. In-context

few-shot learning capability of LLMs,

including limited high-quality data as

part of the prompt, can potentially

improve the performance, and some re-

searchers are already exploring such

possibilities.4

Additionally, a significant portion of po-

wer system data comes in the form of

long-range time series datasets from

diverse measuring instruments that

may not be in natural language. This

may require a customized design of

more efficient embedding algorithms.

Also, LLMs can only process a limited

amount of information during each

query, which is also known as context

window, and power system signals

may exhibit long-range dependence,

which may not be captured due to these

limitations.

Lack of safety guardrails

Safety in the power system context in-

cludes a broad spectrum, encompass-

ing equipment safety, personnel safety,

end-user safety, and safe operation of

the electric energy systems. LLMs inte-

grated into the power system must up-

hold these safety standards. Firstly, the

results obtained from LLMs is probabi-

listic due to the nature of the generative

models, and, therefore, the correctness

of responses may not be fully guaran-

teed. Secondly, LLMs generally do not

provide uncertainty estimates for their

outputs. Power system operations

must comply with very strict safety per-

formance guidelines, such as voltage

magnitude limits. These power system

operational requirements do not easily

get satisfied by the LLMs. In our exper-

iments, we observed that with subtle

changes in prompts, LLMs generated
varied responses and codes, which

can potentially lead to erroneous re-

sults. This characteristic is particularly

dangerous in an engineering context,

where safety criticality is paramount.

We also found out that there are

different ways LLMs could be tricked

into providing responses that are un-

safe (see Section SI.8). The lack of

customized safety guardrails may also

prevent us from performing some of

the tasks necessary to do in electric en-

ergy systems. For example, during our

experiments, we were not able to pre-

dict wildfire propagation or conduct

auditing based solely on visual inputs.

Additionally, since the LLMs are trained

based on a large corpus of data, we

need to ensure that minority voices are

not suppressed.14 Domain experts

play a major role by providing real-

time guidance and flagging problem-

atic content to train LLMs.

Therefore, while LLMs could greatly

benefit the power industry, they also

pose unique risks that are different

from traditional software systems.

Hence, a governance framework is

needed to mitigate their unique risks.

As an example, the US National Insti-

tute of Standards and Technology

(NIST)’s AI Risk Management Frame-

work provides a voluntary guideline

built upon the universal principles of

responsible AI.15 Creating a safe LLM-

based system is a crucial area of

research, especially in safety-critical

infrastructure system such as the power

industry.

Not adapted to handle physical
principles

Energy production and consumption is

a complex process governed by a set

of physical principles such as Maxwell’s

equations and machine dynamics as

well as human behavior. Modeling hu-

man behavior through LLMs, particu-

larly in tasks like price forecasting and

demand response policy design, pre-

sents formidable challenges, probably

because prices are a much more
Joule 8, 1539–1555, June 19, 2024 1547
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compounded outcome of loads, human

decisions, andmarket rules. Usingmore

data might improve renewable genera-

tion prediction, price forecasting (Sec-

tion SI.6), and understanding of human

behavior, which could benefit power

grid operation. While efforts have

been underway to incorporate multiple

specialized attention-seeking trans-

formers16 for decision-making, which

could also be utilized for power flow

analysis (Section SI.7), the LLMs used

in the control process are heavily

specialized.

Foundational LLMs often lack explain-

ability due to the black-box nature of

these models. They can also be prob-

lematic in power systems where unex-

pected conditions can frequently arise.

Therefore, LLM explainability will be a

crucial component of building systems

that are interpretable and transparent.17

This also makes us believe that existing

physics-driven, complex, specialized

tools for power engineers remain indis-

pensable. General purpose LLMs can

serve as valuable assistants, summari-

zing and finding implications of deci-

sion-making and assisting power engi-

neers through tool embedding without

delving into complex processes.

Potential exposure to cybersecurity
and privacy threats

While integrating LLMs into electric en-

ergy systems, cybersecurity and privacy

emerge as a paramount concern. Even

within the local LLM setups, there are

potential cyber vulnerabilities. For

example, building an LLM using power

system-related company-specific data

could inadvertently expose organiza-

tions to privilege escalation attacks,

backdoor exploits, and the extraction

of sensitive training data.18 Online

LLMs used for safety-critical tasks,

such as price forecasting (Section SI.6),

would be a frequent target of cyber-at-

tacks. Furthermore, specialized pro-

mpts could be treated as trade secrets,

which malicious actors could expose

(Section SI.7).
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As concerns regarding data privacy

loom large, particularly as LLMs

become integrated into power systems,

establishing a standard protocol be-

comes imperative to ensure the data

are sufficiently anonymized and sani-

tized to remove personal identification

information before utilizing data for

training. However, challenges persist

in cases where personal or group infor-

mation is context dependent.7

Future prospects

LLMs, such as GPT models, have shown

great promise in interpreting power en-

gineering tasks through natural lan-

guage-based inputs. Through this study,

we tested the capabilities and limitations

of LLMs when applied to the electric en-

ergy sector. We discussed the effective-

ness of LLMs in answering general power

system queries, code generation, and

data analysis. Further, through RAG,

LLMs can serve as a documentation

knowledge base and help with tasks

such as operator training. Finally, the

multi-modal capabilities of LLMs can be

useful in diagnosing equipment failure

and remotemonitoring. Effectively, gen-

eral-purpose LLMs show strong capabil-

ities in detecting the correlation be-

tween objects (text, image, and data),

while they are still lacking in solving

problems highly related to physics,

which usually involve complex mathe-

matical principles.

There are multiple possibilities to

expand and enhance the capabilities

of LLMs in power system research and

applications. The first direction is

curated data collection for fine-tuning

foundational LLMs. This would require

strong power system expertise to

recognize the most effective data sour-

ces and design collection mechanisms

to ensure the availability of high-quality

datasets. Uncertainty quantification of

the outcome of the LLMs is also an

important direction for research in the

electric power sector. The second di-

rection is to allow power system-spe-

cific tool embeddings. There are
already strong and diverse tools for

various power system functionalities,

and LLMs can serve as a central point

to connect all these tools through

high-quality embedding. Naive em-

beddings are likely to lose efficiency

and may further cause different tools

to conflict; therefore, power system

expertise may be required to identify

the desired behaviors for such tool

embedding. A third direction is to build

a power system knowledge base for

retrieval augmentation. Although there

are already generic approaches to

generating such knowledge bases,

they may not fully take advantage of

physical constraints and power system

specifics; therefore, this effort may

require a deep understanding of

power system operation and capabil-

ities. The future of foundational

model-based AI tools as a decision sup-

port co-pilot in the electric energy

sector is bright.
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